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1 Introduction to Starter Kit

1.1 Hardware Appearance

The Secure Starter Kit is powered by the USB port. Plug the Starter Kit into the USB port
and turn the PWR switch to ON position. When the connection to the computer is
successful, the power indicator light will be on (green light). After the software starts, it
will scan the currently connected IC devices.

Figure 2 iMQ Secure Starter Kit appearance (no Socket version, used with EVB, for SQ75 series)

Note: Developed for SQ75 series. Please refer to the hardware setting precautions Appendix A.

If developing the IC placed on the Socket, the PWR power switch should be switch to
OFF position before replacing the IC. After the IC is replace, turn the PWR power switch

to ON position again to avoid IC failure caused by live wire operation.
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The IC replacement process placed in the socket is as follows
1. Turn the PWR power switch to OFF position to turn off the power.
2.  Replace the next IC.

3.  Turn the PWR power switch to ON position to turn on the power.

1.2 Block Diagram

. VBUS 3.3V
HID
5“‘““—;;% GuUI USB LDO 5V to 3.3V Power LED

12C Bus

SQ7101/507103
(Socket)

5Pl Bus

GPIO
LED

SQ7131/5Q7133/
507135
(Socket)

MCU of Secure
Starterkit

12C Bus

or

SPlBus
SWI Bus

12C Bus | HOsE003/HOSE004

spiBus|  (Socket)

Figure 3 iMQ Starter Kit Block Diagram
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2 Starter Kit Software

2.1 Software Installer

Step 1. Click the iMQ StarterKit Setup installation program to execute the installation.

" I [} = Manage
Home Share View Application Tools o

& = « 4 ¥ > ThisPC » Downloads v O

Search Downloads

-
L)

MName
[ This PC

B 3D Objects 9 iMQ_StarterKit_Setup_V3.3(20230331).exe
[ Desktop
|= Documents
* Downloads
J’! Music
&= Pictures

m Videos

‘i Local Disk (C) ol =

Titem  1item selected 47.5 MB =

Figure 4 Example: iMQ_StarterKit_Setup_V3.3

Step 2. Select the iMQ StarterKit installation path, Press "Next".

@ Setup - iIMQ StarterKit Tool

Select Destination Location
Where should iMQ Starterkit Tool be installed?

T
’ \ ( Setup will install iMQ StarterKit Tool into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.
[e:WMQ_Starterkit

Browse...

If the user wants to change another path, he can press "Browse”"
to choose the path to install

At least 164.6 MB of free disk space is required.

Figure 5 Installation path, the default path is C:\iMQ_StarterKit
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Step 3. After ticking Create a desktop shortcut, Press “Next”.

@ Setup - iIMQ StarterKit Tool - X

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing iMQ StarterKit Tool, then dlick
Next.

Additional shortcuts:
Create a desktop shortcut:

Figure 6 Checkbox to create a desktop shortcut

Step 4. This page will reconfirm the installation path and whether to create a shortcut

icon. If there is no problem, press “Install” to install.

@ Setup - IMQ StarterKit Tool - X

Ready to Install
Setup is now ready to begin installing iMQ StarterKit Tool on your computer.

Click Install to continue with the installation, or dlick Back if you want to review or change any settings.

Destination location:
c:\MQ_Starterkit

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Back t  Install Cancel

Figure 7 Reconfirm the installation data
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Step 5. Press “Finish" to complete the installation.

@ Setup - iIMQ StarterKit Tool
Completing the iMQ StarterKit Tool Setup
Wizard

Setup has finished installing iIMQ StarterKit Tool on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

1 aunch iMQ StarterKit Tool:

If you don't want to start the Starter Kit
immediately after the installation is complete,
you can click here to untick it.

Figure 8 Checkbox to launch iMQ StarterKit Tool

Note: If the Secure Starter Kit is not connected to the computer when the Starter Kit software is
executed, you will not be able to enter the main screen for use, and a "Device not

connected” warning window will pop up.

Warning

I b Cannot find Secure StarterKit. Please check USB connection

Figure 9 Cannot find Secure StarterKit warning message
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2.2 Starter Kit Firmware Update

The update of firmware is not always necessary. It is only necessary to update firmware
when firmware version is updated (Updated information will be described in the release
note).

The installation steps are as follows:

Step 1. Connect your PC to the StarterKit using a USB cable
Step2. Power on StarterKit

Step3. Change Windows directory to c:\iIMQ\Firmware
Step4. Execute update.bat

I H
it Fi

Figure 10 firmware update message
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Step5. Update successfully

B ChWindows\system32\cmd.exe _ O w

Figure 11 firmware successfully update message

2.3 Software Removal

Completely remove the installed iMQ StarterKit, you can remove it according to the normal
removal process or follow the steps below:

Step 1. Click to execute uninst000.exe from the installation directory

A [0 = Manage iMQ_Starterkit _ o x
“ Home Share View Application Tools %
fi :
&« v 4 » ThisPC » Local Disk (C:) » iMQ_StarterKit » v O Search iMO_Starterkit
”~
& This PC

J 30 Objects " ; / -
[ Desktop B‘. m | % 2 [> [>

| Documents

SQ71 _Series_Start  5Q71315tarterkit  StarterKitLaucher MG Starterkit unins000.dat unins000.exe
& Downloads erkit Tool
D Music
&= Pictures
B videos

i Local Disk (C) e

Giterns 1 item selected 3.00 MB |Z|

Figure 12 Installation directory
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Step 2. Confirm whether you want to remove the StarterKit software

MO Starterkit Tool Uninstall

Are you sure you want to completely remove iMQ Starterkit
Tool and all of its components?

e

Figure 13 Confirm to uninstall StarterKit

Step 3. Successful removal

iMQ Starterkit Tool Uninstall *

iMQ StarterKit Tool was successfully removed from your
computer,

I ok |

Figure 14 Uninstall successful message
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2.4 Software Startup

Step 1. Connect the Secure Starter Kit to the computer via USB.
Step 2. Execute iMQ StarterKit software program
Double-click the iMQ StarterKit Tool shortcut icon to start software.

Figure 15 iMQ StarterKit Tool shortcut icon

2.5 Starter Kit Launcher

When different devices on the Starter Kit Socket are equipped with different interfaces, the
launcher will detect and display the currently connected device and interface information
in the list. The user selects the device and clicks "Select Device" to enter the main screen.

§¥ iMQ Starter Kit Launcher X

Select a Device

1. |so7201 12c Socket  (0xce)

2 «« || Select Device

Figure 16 Using the Secure Starter Kit, and Socket is SQ7101 (12C) device.

§ iMQ Starter Kit Launcher X

Select a Device

507103 SPI Socket

Select Device

Figure 17 Using the Secure Starter Kit, and Socket is SQ7 103 (SPI) device.
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§ iMQ Starter Kit Launcher X

Select a Device

5Q7515

Select Device

Figure 18 Use the Secure Starter Kit to configure or read the Security Processor with SQ7515 EVB

i iMQ StarterKit Launcher X

Select a Device

1f- 507131 I2C Socket (0xc8)

2. |[ Select Device |

Figure 19 Using the Secure Starter Kit, and Socket is SQ7 131 (12C) device.

i iMQ StarterKit Launcher X

Select a Device

1. § 507133 SPI Socket

2. || select Device |

Figure 20 Using the Secure Starter Kit, and Socket is SQ7 133 (SPI) device.
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f iMQ Starterkit Launcher X

Select a Device

1. f 507135 SWI Socket

2. || select Device |

Figure 21 Using the Secure Starter Kit, and Socket is SQ7 135 (SWI) device.

i

Select a Device

1. P HOS6004 SPI  Socket

2. || Select Device |

Figure 22 Using the Secure Starter Kit, and Socket is HQS6004 (SPI) device.

Note: When replacing the IC on the Socket, please make sure that the PWR switch on the Starter Kit is turn off.
Please refer to 1.1 Hardware Appearance

If the device is not scanned, a prompt screen as shown in the figure below will pop up, and
the user can check whether the Secure Starter Kit is connected to the computer.

Warning *

! Cannot find Secure Starterkit. Please check USE connection

Figure 23 Cannot find Secure StarterKit message
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3  System Requirement
Before using the Security Starter Kit, prepare the following items and confirm your
computer's system specifications.

® \Windows 10 OS, Microsoft.NET Framework 4.8 (inclusive) or above.
® Secure Starter Kit (Hardware)
® iMQ Starter Kit Setup Software installation package

Note : Microsoft. NET Framework 4.8 Official Download

4  Starter Kit Software Function Description (SQ7101/5Q7103/5Q7515)

The function description in this chapter applies to support symmetric encryption algorithm
products. (e.g. SQ7101, SQ7103, SQ7515)

4.1 Software Introduction

The user interface is divided into two windows. The first is the main screen, all build
command, sending commands, opening the Memory window, toolbox (Tool), transfer
records, etc. are all executed and displayed in this window; The second is the memory
window, it must be opened from the main screen to be displayed, and its function is to
configure the memory.

4.2 Starter Kit Main Screen
The main screen is divided into four parts, namely:

1. Build Command: Including command packet block, send packet information block, receive

return packet information block and execute command button.

2. Menu Bar: Menus for File, Memory, Tool, and About.

3. Status Bar: Displays the connected device, its communication protocols and device
addresses.

4. Log: Record the time and content of command transmission and received messages.
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Count 14

Code 00

Dokt AS5AS5 A5A5 A5A5 A5A5 ASAS5 ASAS ASAS
AS5A5

CRC16 8790

~

v

Clear log

No. : TDUMO2- TEOO2-EN Name: Secure Starter Kit User Manual Version . V2.0
@ iMQ SQ?‘[_?\eries_StarterKit - [m} X
| File Memory Tool About ’ Menu Bar |
Command Packet @ Build Command | 12¢ OnBoard (0xC8) @ Status Bar
Command Nonce (0x01) - Log . Log
Mode 0x01 Random Nonce v e
£ Ll Nonce (0x01) command sent:
Zero 0000
15 0101 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 FSEF
InSeed ---17:18:38 ---
Received:
; 14 00 A5A5 AS5AS ASAS5 ASAS ASAS ASAS ASAS
Send Details
AS5A5S 8790
Count 15
0101 0000 0000 0000 0000 0000 0000 0000
Packet 0000
CRC16 F5EF

Figure 24 SQ7 10x Starter Kit main screen

4 2.1 Build Command

The Build Command area is divided into three blocks, namely: command packet block, send

detail block, response details block and execute button.

1. Command packet block: It is used to select commands, modes, parameters and other
settings. Commands are drop-down menus, and there are many commands to choose.
The parameters will change according to the command selected by the user.

2. Execute button: After pressing "Execute”, the command and parameter in the command

packet block will be executed.

3. Send details block: Display the data length, content and CRC check code of the

transmitted packet.

4. Response details block: Display the data length, return code, content and CRC check code

of the received packet.
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Note 1 : All fields are expressed in hexadecimal

Note 2 : The gray background field is read-only information, user cannot modify it; The white background

field, it means user can input or select it.

Note 3 : If the IC is in deep sleep mode and has not been woken up, it will ignore any command received
through 12C or SPI and return NAK, and the IC will return to the operation mode. When the Host
receives the NAK, it has to resend the command to execute.

®ommand Packet @ Command packet block
Command Command Encrypt (0x06) -
Mode 0x00
EKeylD 0000
Change fields by o
Count 0010
command 0000 0000 0000 0000 0000 0000 0000 0000
Data
Send packet : ; -
P Send Details @ Send details block
Length Count 19
0600 0000 0010 0000 G000 0000 0000 0000
Content Packet 0000 0000 0000
CRC check code CRC16 E9ED
R n ket : : .
esponse packet Response Details @ Response details block
Length Count
Return code Code
Content Packet
CRC check code CRC16

Execute

@ Execute button

Figure 25 SQ7 10x Build Command area
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4.2.2 Main Menu

@ iIMQ SQ71_Series_StarterKit . a X
File Memory Tool About ® Main menu
Command Packet 12C Socket (0xC8)
Command Nonce (0x01) - Log
Mode 0x01 Random Nonce v 7830
e L Nonce (0x01) command sent:
Zero 0000
150101 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 FSEF
InSeed ---17:18:38 ---
Received:
- 14 00 ASAS5 ASA5 ASA5 ASA5 ASAS ASA5 ASAS
Send Details
AS5A5 8790
Count 15
0101 0000 0000 0000 0000 0000 0000 0000
Packet 0000
CRC16 FS5EF

Response Details

Count 14

Code 00

Packet AS5AS5 A5A5 A5A5 ASAS ASAS5 AS5A5 ASAS  °
ASAS5 v

CRC16 8790

Figure 26 SQ7 10x Main menu

There are menus for File, Memory, Tool, and about on the menu bar, as shown in the figure
below:

1. File sub menu: Click File, press Exit to close the main screen and memory window.
File\Exit

¥ iMQ SQ71_Series_StarterKit — O i
Memory Tool About
. |
[ ot ] |

Figure 27 SQ7 10x File sub menu
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2. Memory sub-menu: Click Memory, it will pop up memory window after the reading is
completed.

Note 1: Do not remove the Secure Starter Kit from the computer while the reading is in progress.
Note 2: The memory window will be explained in the following chapter " 4.1.3 Memory

W MG
File || Tool About

Command Packet 12C Socket (0xC8)
Command AES (0x0F) - Log
Mode 0x00
LKeylD 0000
Zero 0000

0000 0000 0000 0000 0000 0000 0000 0000
Data
Reading Memory
Send Details Reading Memory
Please wait...
Count 19 >>
0OF00 0000 0000 0000 0000 00000

Packet 0000 0000 0000
CRC16 C49A

Response Details
Count
Code
Packet
CRC16

Execute Clear log

Figure 28 SQ7 10x Memory sub menu

3. Tool sub-menu: Click Tool, and then select XOR to open the XOR calculation.

Tool\XOR
@ iMQ 5Q71_Series_StarterKit - m} X
File Memory About
XOR x Ctrl+R
Commanc. Program Device  Ctrl+P ‘ 12C Socket (0xC8)

Figure 29 SQ7 10x Tool sub menu/XOR

Note 1: When Data1 and Data2 have different lengths, the effective calculation length will be based on the
shorter Data length.
Note 2: XOR calculation tool for hexadecimal calculation.
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Click Tool, and then select Program Device to open the Program Device window.
Tool\Program

W iMQ SQ71_Series_StarterKit - [} X

File Memory About
XOR Ctrl+R |

b Ty Program Device pCtrl+P | 12C Socket (0xC8)

Figure 30 SQ7 10x Tool sub menu/Program Device

Note 3: The program device window will be explained in the following chapter " 4.1.4 Program Device |

4. About sub-menu: Click About to view software, firmware, and Secure Starter Kit
hardware versions information.

¥ iMQ SQ71_Series_StarterKit

File  Memory Tool | About

Figure 31 SQ710x: SQ710x About sub menu

Note 1: Do not remove the Security Starter Kit from your computer while viewing the version.

Note 2: When a new version of iMQ StarterKit is released, it will be released on the following website:
http://www.imqgtech.com/
http://www.imgtech.com.cn/

@ About M

s

SQ71 Series_StarterKit
SW Ver: V3.2 (20221121)

Software version FW Ver: 20210709
Firmware version PCBA Ver: V3.0
PCBA Hardware version Copyright © 2022 iMQ Technology Inc.

For more information, please visit our website.
http://www.imgtech.com
http://www.imgtech.com.cn

Figure 32 SQ710x SQ710x About dialog
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4.2.3 Status Bar
The communication protocol and device address of the device connected to Starter Kit

will be displayed on the status bar. As shown in the figure below, the communication
protocol is 12C, and the device 12C address is 0xC8.

Note 1: The communication protocol and device address displayed on the status bar are the same as the
slave device selected by the user before entering the main screen.

Note 2: After entering the main screen, if you change the communication address of the device, you must
re-plug the Secure Starter Kit and restart the Starter Kit program, the new device address will take effect.

@ iMQ SQ71_§ries_StarterKjt - [} X
File Memory Tool About
Command Packet 12C Socket (0xC8) @ Status bar
Command Nonce (0x01) - Log
Mode 0x01 Random Nonce v A TABTR
S Sl Nonce (0x01) command sent:
Zero 0000
150101 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 FSEF
InSeed ---17:18:38 —--
Received:
: 14 00 AS5A5 ASAS5 ASAS ASAS ASAS ASAS ASAS
Send Details
AS5AS 8790
Count 15
0101 0000 0000 0000 0000 0000 0000 0000
Packet 0000
CRC16 F5EF
Response Details
Count 14
Code 00
Packet AS5AS5 A5A5 A5A5 ASA5 ASAS5 ASA5 A5A5
A5A5 v
CRC16 8790
Execute Clear log

Figure 33 SQ7 10x Status bar
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If the slave device is a SPI device (such as SQ7103), the status bar will display "SPI Socket".

@ iMQ SQ71_Series_StarterKit

File Memory Tool About

Command Packet SPI Socket @ Status bar
Command AES (0xO0F) - Log
Mode 0x00
LKeylD 0000
Zero 0000
0000 0000 0000 0000 0000 0000 0000 0000
Data
Send Details
Count 19
0F00 0000 0000 0000 0000 0000 0000 0000
Packet 0000 0000 0000
CRC16 C49A
Response Details
Count
Code
Packet
CRC16
Execute Clear log

Figure 34 SQ7 10x Status bar (SPI device)
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4.2.4

This area records the time and content of command sending and receiving packet

Log

messages.

File Memory To

@ iMQ SQ?T_Eries_StarterKit

ol About

Command Packet

12C Socket (0xC8)

Command Nonce (0x01) -
Mode 0x01 Random Nonce v
Zero 0000
Zero 0000
0000 0000 0000 0000 0000 0000
InSeed
Send Details
Count |15
0101 0000 0000 0000 0000 0000 0000 0000
Packet 0000
CRC16 F5EF

Count
Code

Packet

CRC16

Response Details

14
00

AS5A5 A5A5 AS5AS5 AS5A5 ASAS5 ASAS AS5AS

AS5AS5
8790

Execute

~

v

Log

———17:1838 —

Nonce (0x01) command sent:

150101 0000 0000 0000 0000 0000 0000 0000
0000 F5EF

=== 17:18:38 ——

Received:

14 00 AS5AS5 AS5AS5 ASA5 ASAS ASAS5 ASAS ASAS
AS5AS 8790

@ Log area

Clear log

Figure 35 SQ710x Log area

Note 1: If there are too many logs, users can click the "Clear Logs" button to clear the logs.

Note: After the log is cleared, it cannot be restored!
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4.2.5 AES-256 Support

Support AES-256 key, AES-256 option appears on some Command windows item, check to

enable/disable the support for AES-256 key.

¥ iIMQ SQ71_Series_StarterKit

Memory Tool About

Command
Mode
Address
Count

Data

Command Packet

AES-256
EncWrite (0x05) -
0x00

10000

0020

OpOO 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000

Count

Packet

CRC16

Send Details

39

0500 0000 0020 0000 0000 0000 0000 0000 *
0000 0000 0000 0000 0000 0000 0000 0000

10000 0000 0000 0000 0000 0000 0000 0000 v

C105

Count
Code

Packet

CRC16

Response Details

Execute

Figure 36 SQ7 10x Enable AES-256

To enable AES-256, you must first set Byte-4 of the key configuration in the Memory page,
and select "Yes" for the AES256 field.
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-}
File Reload Data

Counter-/ s Configuration Address Range: 1000 ~ 11BF Key 0 Configuration
SZEE:Z:S [ 00 | o1 | 02 | 03 | 04 | 05 | 06 | 07 | Address [ 1044
Counter A 1000 | 00 01 00 | 03 00 00 | 00 00 Value FE
Counter B 1008 | 38 | SE | 18 | 42 | 47 | 28 | 19 | 55 AES256 Yes |B
Countarc 1010 00 | o1 | 10 | 10 | 10 | 0A | FF | FF —

Counter D 1018 | 00 | EE | o1 | FE [ FF | FE | FE | FF

Counter E 1020 | FF FF FF | C8 C7 | FE | FF FF

Counter F 108 | FE | FF | FF [ FE | FE | 55 | FE | FF

Key 0 1030 | FF FF FF | FF FF FF | 55 FF

Key 1 1038 | FF | FF | FF | FF |_FE | FF | FF | 55

Key 2 1040 | B9 | DE | oo | FF f FE L FE | FE | FF

Key 3 1048 | E9 | DE | 10 | FF PP FE | FE | FF
Key 4 1050 | E9 | DE | 20 | FF | FF | FE | FF FF
Key 5 1058 E9 | DE | 30 | FF | FF [[FE | FF FF
Key 6 1060 | E9 | DE | 40 | FF FF_| FE | FF FF
Key 7 1068 E9 | DE | 50 | FF | FF [NFESINFE FF
Key 8 1070 E9 DE | 60 | FF FF | FE | FE | FF
Key 9 1078 E9 | DE | 70 | FF | FF [FFE | FF FF
Key A 1080 | E9 | DE | 80 | FF FF | FE | FE | FF Update
M 1ne0 EQ DE an EE e [SNEE RN EE ¥

Figure 37 SQ710x Memory: AES256 field selected as "Yes"
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4.3 Memory

Click “Memory”, and the memory window will pop up after the reading is completed.

Note: Do not remove the Secure Starter Kit from the computer while the reading is in progress.

)
File JQVENII Tool  About

Command Packet 12C Socket (0xC8)
Command AES (0x0F) - Log
Mode 0x00
LKeylD 0000
Zero 0000

0000 0000 0000 0000 0000 0000 0000 0000

Data
Reading Memory
Send Details Reading Memory
Please wait...
Count 19 S
0F00 0000 0000 0000 0000 00C0Q
Packet 0000 0000 0000
CRC16 C49A

Response Details
Count
Code

Packet

CRC16

Execute Clear log

Figure 38 SQ710x Click Memory on the main menu
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The memory window can be divided into memory configuration block, configuration menu
block and menu bar, which will be explained in the following chapters.

L) Memory i o X
File Reload Data @ Menu bar
@ Configuration| Configuration Address Range: 1000 ~ 11BF uiD
w- Counter Zone ‘
L Emall Zone , | 00 | o1 | 02 | 03 | 04 | 05 | 06 | 07 Address | Value
¥ 1000 | 00 | o1 [ 00 | 03 [ o0 [ 00 [ 00 | 00 1000 00
1008 | 38 | SE | 18 | 42 | 47 | 28 | 19 | 55 1001 01
1010 00 | 01 | 10 | 10 | 10 | OA | FF | FF 1002 00
1018 | 00 | EE | o1 | FE | FF [ FF | FE | FF 1003 03
1020 [SEENINEEIINEENN CS | C7 |NNEERNINGENEE 1004 00
1028 | FE | FE [ FE | FE | FF | 55 | FE | FF 1005 00
1030 | FE | FE [ Fe | FE | FE | FE [ 55 | FF 1006 00
1038  FF | FF | FF | FF | FF | FF | FF | 55 1007 00
1040 | E9 | DE | 00 | FF | FF [UFE | FE | R
1048 | E9 | DE | 10 | FF | FF | FE | FE | FF
1050 | E9 | DE | 20 | FF | FF [OFE N FE | R
1058 | E9 | DE | 30 | FF | FF | UFE | FE | FF : :
1060 | E9 | DE | 40 | FF | FF DRI FE | R ® Configuration
1068 | E9 | DE | 50 | FF | FF OR[N FE | R menu block
1070 | 9 | DE [ 60 | FF | FF [FEL|NFE [ FE
1078 | 9 | DE | 70 | FF | FF ORI FE R
1080 | E9 | DE | 80 | FF | FF [ UFE | FE | FF
.1n;m fq DE an FE FE FE EE EE
@ Memory configuration block

Figure 39 SQ7 10x Memory window
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4.3.1 Memory Configuration
The left side displays each memory zone that can be viewed and the user can select to

view. The memory data of the zone is displayed in the middle field (expressed in

hexadecimal).

Note 1: If the user wants to modify the configuration, first select the memory address to be modified and
then modify it in the configuration menu displayed on the far right.
Note 2: If the field has a gray background, it means read-only (Read-only) information, and the user cannot

change its settings.

) Memory - m] X
File Reload Data

= Configuration| Configuration Address Range: 1000 ~ 11BF uiD

w- Counter Zone

Small Zone 00 | o1 02 | 03 | 04 | 05 | 06 | 07 | Address Value

& UserZone 1000 00 | 01 | 00 | 03 | 00 | 00 | 00 | 00 1000 00
1008 | 38 | SE | 18 | 42 | 47 | 28 | 19 | 55 1001 01
1010 | 00 | 01 | 10 | 10 | 10 | 0A | FF | FF [ 1002 00
1018 | 00 | EE | 01 | FF e | EE R 1003 03
1020 |WEEEE [ RE | c9 | c7 [DEERE[FE 1004 0
1026 [IREENEE R [EEE INEE N S5 N rE R 1005 00
1030 | FE | FE | FE | FE | FE | FE | 55 | FF 1006 0y
1038 | FE | FE | FF | FF | FF | FF | FF | 55 | s S

1040 E9 DE | 00 FF FF | FF | FF | FF
1048 | B9 | DE | 10 | FF | FF | FEINRE | FE
1050 | E9 | DE | 20 | FF | FF | FF [ FF FF
1058 | E9 | DE | 30 iR -
1060 | E9 DE | 40 FF FF | FF | FF | FF
1068 E9 | DE | 50 FF Gl o | G
1070 | E9 | DE | 60 | FF | FF | FF [ FF FF
1078 E9 | DE | 70 Gl FE
1080 | E9 | DE | 80 FF FF | | FE [ FE
1000 EQ DE an EE EE EE | EE EE_ ¥

@® Memory confiquration block

Figure 40 SQ7 10x Memory: Memory configuration block
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4.3.2 Configuration Menu
The configuration menu is divided into configuration zone and other zones.

® Configuration: Set the configuration of chip, key, user area and counter.
® Other zones: User Zone, Counter Zone and Small Zone.

4.3.2.1 Configuration Update
After selecting the address to be modified in the memory configuration block, the
configuration menu corresponding to the address will be displayed. The following steps
take configuring Key 0 as an example.

Step 1. At memory configuration block (the leftmost field) select Configuration\Key O.

Step 2. At memory configuration block (middie field) select the address to modify the
configuration.
Key 0 configuration address is 0x1040.

Step 3. Configure in the configuration menu
Click the configuration field, and the options available for configuration will be listed and
user can configure according to your needs.

Step 4. Confirm update configuration
After pressing “Update”, the newly configured options will be written to Device and the
new configuration values will be displayed on Value.

@ Memory - [m} X
File Reload Data
It ounfer] i Configuration Address Range: 1000 ~ 11BF Key 0 Configuration
Ezﬁﬁii 2 00 01 02 03 04 05 06 07 |~ Address | 1040
= Gountor A 1000 | 00 01 00 | 03 00 | 00 | 00 | 00 3. Value E9
CourterB 1008 | 38 SE 18 | 42 | 47 28 | 19 55 ExternalCrypto Yes -
CountorC 1010 | 00 01 10 | 10 10 | 0A FF FF InboundAiih No g
L. CounterD 1018 | 00 EE 01 | FF FE | FE | FF FF RandomNGIEe No S
- Counter E 1020 | FF . OO C7 B . 5 AESOK Yes -
Counter F 1028 FF | EE EEIIE S5l T FF Nl No .
1. [keyo 1030 FF FF FF_| FF FF FF 55 FF Chi -
Key 1 1038 FF EE [EE VR FF | FF | FF 55 -
Key 2 2. 1040 E9 DE | 00 FF FF FE_| FF FF angeKeys Yes, |

- Key 4

Egg 1068 | E9 | DE | 50 | FF | FF | EE | FE | FF menu block
Key 8 1070 | E9 | DE | 60 | FF | FF | FF | FF | FF
Key 9 T N -
KeyA 1080 | E9 | DE | 80 | FF | FF | FE | FE | FF : {data
v 10290 EQ DE an EE EE EE EE EE M

Key 3 1048 | E9 | DE | 10 FE | FF[IEEE FF FF
1050 | E9 | DE | 20 Eaa = |

Key 5 1058 | E9 | DE | 30 | FF | FF [REIRE | R .Configuratio
1060 | E9 | DE | 40 | FF | FF | FF | FF | FF

—

@ Memory configuration block

Figure 41 SQ710x Memory: Configuration update
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4.3.2.2 Other Zones Update
After selecting the address to be modified in the memory configuration block, a
continuous section will be automatically selected, and the value of the continuous
section will be displayed on the right configuration menu. The user double-clicks the
Value field in the configuration menu, and the window for updating the value will pop
up. The window shows the starting address of the continuous zone and all the values of
the zone, and the value can be modified directly. After modification, click the "Update”
button to write to the device. The following steps take modifying the data of User
Zone00 as an example.

Step 1. At memory configuration block (the leftmost field) select User Zone\User Zone 00.

Step 2. At memory configuration block (middle field) select the address to modify the
configuration.
User Zone address is 0x0000~0x00FF, a total of 256 bytes.

Step 3. Double-click the Value field to be modified in the configuration menu.
Click the Value field to modify the configuration, and the window for updating the value

will pop up.

Step 4. Enter new value in the update value window
After pressing “OK”, the new value update is displayed in the configuration menu.

Step 5. Confirm update configuration
After pressing “Update”, the new value will be written to Device.

@

File Reload Data

: Eonﬁ?m;tion User Zone Address Range: 0000 ~ 00FF User Zone 00
+ ounter Lone
00 01 02 | 03 04 05 06 07 |2 Address | Value
Small Zone ) 3
= e 7aaa <.| 0000 | FF | FF | FF FF | FF [ FF | FF FF 0000 00
1. |user Zone 00 goos | e [ Fe | Fe [ FE | fF [ FF | FE | FF 0001 01
~User Zone 01 0010 | FF | FF | F@ update x | 0002 02
User Zone 02 0018 FF FF F - | | 0003 03
UserZenang 0020 FF FF F Starting Address | 0004 04
User Zone 04 SizE o | & Al 4 = L 0905 L)
. User Zone 05 0030 FF FF F Value | 0006 06
0038 FF FF F| 10001 02 03 04 05 06 07 08 09 OA OE 0007 07
User Zone 06 - f locop oe 0F1 1 0008 08
User Zone 07 0040 1 L L
User Zone 08 i ' r 000A 0A
. FF | FF | H
-User Zone 09 0050 e = 2 000B 0B
User Zone 0A 0058 = | & 3 '3 000C 0C
User Zone 0B 0060 = | 3 — 000D 0D
User Zone 0C 0068 =T = | B Cancel » 000E OF
User Zone 0D i ! - : ‘ : : 000F OF
s T EREOE oors | FF | FF | FF | FF | FF | FF | FF FF —
User Zone OF 0080 FF | FF | FF | FF | FF | FF | FF FF 5 Update
! nnee EE EE EE EE EE EE EE EE_|v

Figure 42 SQ710x Memory: User Zone update
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4.3.3 Menu Bar
There are File and Reload Data menus on the memory menu, as shown in the figure

below:
@ Memory — [m] X
I File Reload Data @®Menu bar l
= Configuratio Configuration Address Range: 1000 ~ 11BF uiD
00 | o1 02 | 03 | 04 | 05 | 06 07 |~ Address | Value
~Small Zone ! ; ! i
L UserZone 1000 | 00 | o1 [ 00 | 03 | oo [ 00 | 00 [ 00 1000 | 00
1008 | 38 | S5E | 18 | 42 | 47 | 28 | 19 | 55 | 1001 | o
1000 | 00 [ o1 [ 10 [ 10 | 10 [ oA | FF | FF | 1002 )
1018 | 00 | EE | o1 | FF | FF | FF | FF | FF | 1003 |03
1020 " FE[FE [FF | c9 | c7 |FE [ FE | FF 1004 00
1028 [IREEINEE N IREERN (DN FE NI FE I SO (AN N FE 1005 = 00
1030 |[FENNEE I FE D FE D FE (D FE S5 | FE 1006 |00
103 | FE [ FF [ Ff [ FF [ FE | FE | FE | 55 117 LE

|
|
\
\
\
\
\
F |
10407E97DE_VOOHFF7FF»FF‘»FF}FF
\
\
\
\
\
\
\
\
|

1048 | E9 | DE | 10 | FF | FF | FE | FE | FF
1050 | E9 | DE | 20 | FF | FF | FF | FF | FF
1058 | E9 | DE | 30 FF | FF [UFE | FE | FF
1060 | E9 | DE | 40 | FF FF | FF | FF | FF
1068 | E9 | DE | 50 | FF | FF | FE [ FE | FE
1070 | E9 | DE | 60 | FF | FF | FE [ FE | FE
1078 | E9 | DE | 70 | FF | FF | FE | FF FF
1080 | E9 | DE | 80 | FF | FF | FE | FF | FF
1n00 EQ DE an EE FE | FF | FE FE s

Figure 43 SQ7 10x Memory: Menu bar
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4.3.3.1 File sub-Menu
Click File to export or import the data of the device memory block.

a. Export file
Can export device memory configuration data.

Step 1. At menu select File\ Export Data
The export file format is .Json format.

@ Memory
Reload Data
1. Export file  Ctrl+S

Import file  Ctrl+L

Figure 44 SQ7 10x Memory: File sub menu/Export file

Step 2. After selecting the save path, press Save
You can chooses the save path, use the default file name or name it yourself.

W Savehs

2> v 4 « SWriter » SecureWriter » TestDurmmyfFile v o Search TestDummyFile

Organize ~ MNew folder

=~ @
Name

Date modified
[ This PC

~
A

- 3D Objects Mo items match your search.
[ Desktop
== Documents
J Downloads
D Music
=] Pictures
B videos

H \nrzln;tzm wf< ®

File name: | 5Q710x_Data.json

Save as type: | (*.json)

+ Hide Folders Cancel

Figure 45 SQ710x Memory: Export file dialog

Note: The default export file name is SQ7 10x_Data.json, and user can name it.
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Step 3. After exporting the data, the Export Finish message box will pop up, press OK.

@ Exportdata X

Finish

3. oK

Figure 46 SQ7 10x Memory: Export finish message

b. Import Data
Can import previously exported configuration data.

Step 1. At menu select File\lmport Data
The import file format is .Json format.

¥ Memory

1. Reload Data

Export file  Ctrl+S
Import file  Ctrl+L ’

Figure 47 SQ7 10x Memory: File sub menu/Import file

Step 2. After selecting the .json/.jsfw file to be loaded, click "Open”

& open

4 ¥ > ThisPC » Downloads o Search Downloads

Organize ~ New folder 2_

- M @
. s
~ [ This PC [ Y
J 3D Objects ==
[ Desktop
|5 Documents
4 Downloads
D Music
=] Pictures
B Videos

v ‘i, Local Disk (C)

5Q710x_Da
ta.json

SWinREAgent
iMQ v

File name: |SQ?1 (_Data.json V| (*json;™.jsfw) ~

Cancel
Figure 48 SQ7 10x Memory: Import file dialog
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Step 3. Popup display memory zone list for user to select the zone to import

The user can choose to import a single zone or all zones. In the following example, after
selecting “All”, press OK to import the data of all zones.

& Selectimport Data X

3.
|All
Configuration
Counter Zone
Small Zone
User Zone

Cancel

Figure 49 SQ710x Memory: Select import data dialog

Step 4. After importing the data, the Import Finish message box will pop up, press OK.

& Import Data X

Finish

4. OK

Figure 50 SQ7 10x Memory: Import data finish message

Note: After the import is finished and press OK, it will automatically execute reload data.
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C. Reload Data

Reload device all memory configuration data and display on screen.

Step 1. At Menu click Reload Data.
Reload device all memory configuration data.

¥ Memon:

#1Y| Reload Data

Figure 51 SQ7 10x Memory: Reload Data sub menu item

Step 2. Wait for the reload to complete

Note 1: Do not remove the Secure Starter Kit from the computer while the data is read.
Note 2: After modifying any configuration on the memory window, you must press “Reload Data”, and the
data on the window will display the updated value.

Note 3: The shortcut key for the “Reload Data” button is “Ctrl+r”

| ®
File QAEICENBEIE]

@ Configuration
w- Counter Zone
Small Zone

= User Zone

User Zone 00
User Zone 01
User Zone 02
User Zone 03

-User Zone 04
User Zone 05
User Zone 06
User Zone 07
User Zone 08
User Zone 09
User Zone 0A
User Zone 0B
User Zone 0C
User Zone 0D

-User Zone OE
User Zone OF

User Zone Address Range: 0000 ~ OOFF

Reading Memory

Reading Memory
Please wait...
>>

Figure 52 SQ710x Memory: Reloading memory dialog
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4.4 Program Device

After clicking Tool\Program Device, the program device window will pop up. This function

can only program Socket devices.

W iMQ SQ71_Series_StarterKit

File Memory RISl About

XOR Ctrl+R |
Comma nc. 12C Socket (0xC8)
Command AES (0x0F) - Log
Mode 0x00
LKeylD 0000
Zero 0000

0000 0000 0000 0000 0000 0000 0000 0000

Data
Send Details
Count 19
0F00 0000 0000 0000 0000 0000 0000 0000
Packet 0000 0000 0000
CRC16 C49A

Response Details
Count
Code

Packet

CRC16

Execute Clear log

Figure 53 SQ7 10x Starter Kit Tool sub menu/Program Device
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The program device window can be divided into memory configuration, function options,

menu bar, and log window are described in the following sections.

) Program Device - Od X
File Menu bar
......... Configuration  :  User Zone Small Zone Counter Zone Key
Address 00 01 | 02 | 03 04 | 05 06 | 07 08 | 09 | OA OB | OC |  OD | OE | OF »
» 1000 00 00 ©00 ©00 00 00 00 00 00 00 ©0 00 00 00 00 01
1010 00 01 10 10 10 ©Oa FF FF 00 EE 01 ©FF FF FF FF FF
1020 FF FF FF <9 C7 FF FF FF FF FF FF FF FF 55 FF FF
1030 FF FF FF FF FF FF 55 ©FF FF FF FF FF FF FF FF 55
1040 ES DE 00 FF FF FF FF FF ES DE 10 FF FF FF FF FF
Function 1050 ES DE 20 FF FF FF FF FF E9 DE 30 FF FF FF FF FF
- 1060 ES DE 40 FF FF FF FF FF ES DE 50 FF FF FF FF FF
options
1070 E9 DE 60 FF FF FF FF FF E9 DE 70 FF FF FF FF ‘EF
1080 ES DE 80 FF EE FF FF FF ES DE 90 FF FF FF FF FF
1090 E9 DE A0 FF FF FF FF FF E9 DE BO FF FF FF FF FF
10A0 ES DE (3] FF FF FF FF FF ES DE DO FF FF FF FF FF
10B0 E9 DE EOQ FF EE FF FF FF E9 DE FO FF FF FF FF FF
[ Lock Configuration 10C0 o0 00 oOF 55 |FF FE FE FF | 00 01 1F 55 |'FE FE EF EF
5 % 10D0 00 02 2F 55 FF FF FF FF 00 03 3F 55 FF FF FF FF
Lock Key Memory 10E0 o0 04 4F 55 |FF FE FE FE | 00 05 5F 55 |FF EFE FE FE
[ Lock SmallZone 10F0 00 06 6F 55 |FF FEE FF FF | 00 07 7F 55 | EF FE FF FE
1100 an ae e ce Weelm=UgEFR | 00 09 9F 55 | FE FE  FE  EF
Program 111 Memory conﬁguration FF FF 00 0B BF 55 FF FF FF FF
112, ev ve v+ wv swwenw. |FF FF 00 OD ©DF 55 | FFE FE EFF FF
1130 00 OE EF 55 FF FF FF FF 00 oF FF 55 FF FF FF -EF
1140 01 o0 | FF FF FEF FE FF FF 01 11 | FE FF FEF FE FEF FE v
Export lo .
pos 0o Log window
Clear log

Figure 54 SQ710x Program Device window

4.4.1 Memory Configuration

The Tab Page displays each memory zone that can be viewed. After the user clicks, it will
switch to the corresponding memory zone page. The value of the memory zone is
displayed in the middle field (expressed in hexadecimal).

4.4.1.1 Configuration

This page can set the configuration of chip, key, user zone and counter zone. User can
directly click on the field to edit, but if the field background is gray, it means read-only

information.

The configuration address range is 0x1000 ~ Ox11BF.
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@ Program Device = O %
File
lConﬁguratmn' User Zone Small Zone Counter Zone Key
Address | 00 | 01 | 02 | 03 04 05 | 06 | 07 08 | 09 | OA | 0B | OC OF A
» 1000
1010
1020 G oEr s om o omom o om s omow
1030
1040 E9 DE 00 FF
1050 E9 DE 20 FF FF
1060 E9 DE 40 FF FF
1070 E9 DE 60 FF FF
1080 E9 DE 80 FF FF
1090 E9 DE A0 FF FF
1040 E9 DE CO FF FF
1080 E9 DE E0 FF FF
O Lock Configuration || 100 o0 oo o s | EEEMEENNEERE
10D0 00 02 2F 55
Loy Mermary 10E0 00 04 4F 55
[ Lock SmallZone 10F0 00 06 6F 55
1100 00 08 8F 55
. . ;
. Progam || Configuration |
— v wnom ud
1140 o1 oo [EEINEEINNEENNEERNEEI R (FE_EF _FE _FE FE FE .
’ Export log ’
l Clearlog ‘

Figure 55 SQ710x Program Device: Configuration Zone
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4.4.1.2 User Zone
This page can edit the content of the User Zone. Users can directly click on the field to edit.

The User Zone address range is 00000 ~ OxOO0FF.

@ Program Device o O X
File
Configuration I Small Zone Counter Zone Key
Address | 00 | 01 | 02 | 03 | 04 | 05 | 06 | 07 | 08 | 09 | OA | OB | OC | OD | OE | OF
» 0000 el FF. FF. FEE FF FE FF/ FE- FF FE. FF. FE FE FE FF' FF
0010 FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0020 FE- FF. FF FE FF FE FF' FF FF FE FF FE FF FE FF' FF
0030 EE. ‘FF. FF. FE FEE FFE F¥EF FF 'EE. FF. FF. EF FEE FE FE FF
0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0050 FEE FF FF FF FF FF FF FF FE FF FF FF FE FF FF FF
0060 FE: 'FF. FF. FE. FF FE FF/ FE FEF° FE. FF. FE FE FE FF’ FF
0070 FF FF EE: FF FF FF FF FF FF FF FF FF FF FF FF FF
0080 EFF FF. FF FF FF FF FF FF FF FE FF FF FF FE FF FF
0090 EE. ‘FE. FF. '’k FEE FF FF FF 'FE FF FF. FF FE FE FF FF
00AQ EE: 'EE; FF. FE. FFE FE FF/ FE- FE: FE. FF. FE FE FE FF’ FF
0080 FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[ Lock Configuration 00C0 EF. FF. FF FE FF FE FF. FF FF FE. FF FE FF FE FF' FF
= 00D0 EE! :FF. FF: JFE EE FF FE FF 'EE. FF. FF. EF FE FE FE FF
LockKeyMempry 00EQ FFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
] Lock SmallZone 00FO0 FEE FF FF FF FE FF FF FF FE FF FF FF FE FE FF FF
Program User Zone
Export log
Clear log

Figure 56 SQ7 10x Program Device: User Zone
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4.4.1.3 Small Zone

This page can edit the content of the Small Zone, users can directly click on the field to edit.

The Small Zone address range is 0x1300 ~ Ox15FF.

@ Program Device X
File
Configuration User Zone Small Zone Counter Zone Key
Address | 00 | 01 | 02 | 03 | 04 | 05 | 06 | 07 | 08 | 09 | OA 0B | OC | OD | OE | OF A
» 1300 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1310 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1320 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1330 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1340 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1350 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1360 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1370 FF FF FF FF FF FF FF FF FF FF FF FF FE FF FF FF
1380 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1390 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
13A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1380 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[ Lock Configuration 13C0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
] 13D0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Lock Key Memory 13€0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[] Lock SmallZone 13F0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
1400 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
p o -~ ~— ~— — FF FF FF FF FF FF FF FF FF FF FF FF
i - Small Zone FF FF FF FF FF FF FF FF FF FF FF FF
i FF FF FF FF FF FF FF FF FF FF FF FF
1440 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF v
Export log
Clear log

Figure 57 SQ7 10x Program Device: Small Zone
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4.4.1.4 Counter Zone
This page can edit the content of the Counter Zone. Users can directly click on the field to

edit.
The Counter Zone address range is 0x1200 ~ Ox127F.

@ Program Device - O X
File
Configuration User Zone Small Zone Counter Zone Key
Address 00 01 02 03 04 05 06 07 08 09 0A 0B oc oD QE OF
» 1200 00 00 00 00 00 00 OO0 00 00 00 00 00 ©00 00 00 00
1210 00 00 00 00 OO0 ©00 00 00 00 00 00 00 00 00 00 00
1220 00 00 00 00 ©00 00 00 00 00 ©00 00 ©00 00 00 00 00
1230 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1240 00 00 00 00 ©00 00 OO0 00 00 00 00 00 ©00 00 00 00
1250 00 00 00 00 00 ©00 00 00 00 00 00 00 00 00 00 00
1260 00 00 00 00 00 00 OO0 00 00 00 00 00 ©00 00 00 00
1270 00 00 00 00 OO0 ©00 00 00 00 00 00 00 00 00 00 00
[ Lock Configuration
Lock Key Memory
[ Lock SmallZone
Program Counter Zone
Export log
Clear log

Figure 58 SQ7 10x Program Device: Counter Zone
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4.4.1.5 Key
This page can edit the content of the Key. Users can directly click on the field to edit.

The Key address range is OxF200 ~ OxF2FF.

The function of each field is described as follows:

1. Selected: When checked, it means that the key is enabled and the key can be edited.
The key will be written when program.

2. AES256: When checked, it means to enable AES256, and the Key Value can input a
value of 256 Bits. (If the AES256 enabled, the memory location of the next key will be
used when writing to the IC, so when this field is checked, the content of the next key
will be closed and the user cannot edit it.)

3. Key Generator: You can use this function to randomly generate Key Value or reset it.

a. Select the target Key.

b. Generate the Key Value of the target Key as a random number. (It can only be
clicked when the target Key is enabled)

c. Reset the Key Value of the target Key to all OxFF. (It can only be clicked when the
target Key is enabled)

(&) Program Device — a X

Configuration User Zone Small Zone CounterZone | Key 3.
Tl n —  Key Generator
KeylD 1 .Selected 2. AES256 Key Value
» 0 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF a- e
1 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF| | [T o s
2 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
3 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF| (C Reset
4 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
5 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
6 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
7 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
8 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
9 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
10 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
1 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
[ Lock Configuration 12 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
Lock Key Memory 13 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
14 O FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
[ Lock SmallZone 15 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
Program
Key
Export log
Clear log

Figure 59 SQ710x Program Device: Key Zone
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4.4.2 Function Options

@ Program Device — [m] X
File

| _Configuration :  User Zone Small Zone Counter Zone Key

Address 00 01 | 02 04 05 | 06 07 | 08
» 1000

1010
. 1020
Function o
options 1040
1050
1060
1070
1080
1090
1. 10A0
1080
[ Lock Configuration 10C0
10D0
10E0
[ Lock SmallZone 10F0
1100
1110
1120
1130
1140

Lock Key Memory

2. Program

3. Export log

4. Clearlog

Figure 60 SQ7 10x Program Device: Function Options

Function options are divided into 4 parts: :

1. Lock options: User can select the memory zone to be locked. After the program is
completed, it will be locked according to the checked items.

a. Lock Configuration: Configuration zone can no longer be written after locking, you
can only use Block Read command to read.

b. Lock Key Memory: Key Memory Key memory can no longer be written after locking.
(Lock Configuration must be locked before Lock Key Memory.)

€. Lock Small Zone: Small zone can no longer be written after locking, you can only
use Block Read command to read.
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2.

process will start after clicking “Yes”.

Proaram D ce
W Priigism Device

File

Program: After the user clicks, a confirmation window will pop up, and the program

[ Lock Configuration
Lock Key Memory
[ Lock SmallZone

Program

Configuration User Zone Small Zone Counter Zone Key

Address | 00 | 01 02 03 04 05 06 07 08 _ 09 0C | 0D O OF ~

)"0 o o1 a0 03 o0 w0 o o0 s sE 18 a2 41 2 15 55
00 s e o e 10 A ' r w m o f m o m e
1020 (FF FF FF FF FF FF FF FF 55 FF FF
1030
1040 e eoer oo
1050 Eg DE DE 30 FF FF | FE FE EE
1060 s DE| ® Waming X DE S0 FF FF | EE FE  EE
1070 E9 DE DE 70 FF FF | FE EE EE
e L This will erase all data, e so rr rr RS
1090 E9 DE £ DE B0 FF FF | FE EE EE

do you want to continue?

10A0 Eg DE DE Do FF FF | EE EE EE
1080 Es DE FF | FE FF FE
10C0 00 00 [] Don't show this message again _
o0 o o oo ow
060 oo s [
0 s s oo ow
o oo os U
o oo oa ar ss [EE EE g | e om o
120 oo oo cr ss EE EE gE | e om o
13 oo e Er ss [EENNEENUEENUEEY FF FFFFFF

’ Export log
Clear log

Figure 61 SQ710x Program Device: Program confirm message box

The program process is as follows:
a. Check if the Socket device exists, when the device does not exist, an error window
will be displayed and the programming will stop.

AV uu uu u1 ir =1 _
100 oo o2 | @ Program Error X1 o3 3r 55 UEENNEENFELER
10E0 00 04 | 05 sF 55 | FE  EE EE EF
10F0 00 06 | 07 7F 55 [EE EE EE  EE
1100 oo oz | Socket Device is not detected os oF 55 [[EEEE  EE  EF
1110 00 oa | o3 BF 55 | FE EF EFE EF
1120 00 oc | op DF 55 | FE  EE EE  EF
1130 00 OE OK OF FF 55 | FE FE FE EE
1140 01 00 | SRR R

Program Start

Check Device Exist ...... Fail

Socket Device is not detected h

Program Fail

Figure 62 SQ710x Program Device: Socket device not detected message box
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b. Check that the communication mode of the device matches the configuration
settings, if there is a mismatch, an error window will be displayed and the
programming will stop.

ewv vv vu = vai irc 29 crc cr Lrc rr

10D0 00 o2 | @ ProgramError X 03 3F 55 | FF FE FF FF

10E0 00 04 05 SF 55 | FF EFF FF EF

10F0 oo oe | Communication mode not match o7 1 55

1100 00 o8 Device : 12C 0s oF 55 |FF FE EF EF

1110 00 oa Configuration : SPI 08 BF 55 | FF FE FE EE

1120 00 oC ob DF 55 | FF FFE FF FF

1130 00 OE OK OF FF 55 | FF FF FE FEF

1140 01 o0 11 ['ffFE FE FE FE EF v
Check Device Exist, Communication Mode ...... Fail A
Communication mode not match
Device : 12C
Configuration : SPI
Program Fail v

Figure 63 SQ7 10x Program Device: Communication mode not match message box

c. Check if the device is locked. When the Configuration is locked, an error window wiill
be displayed and the programming will stop. When only the Small zone is locked, ask
the user whether to continue programming other parts except the Small zone.

LAV WV v vv v irc 29 LrC < Lo d R
10D0 00 02 ® Program Error X 103 3F 55 PEEEE N EEEE
10E0 00 04 05 5F 55 [PEERREENEENEE
1 d . 7 T

g oo as Configuration,Small zone are | ° F 55 R e
1100 00 o8 09 oF 55 [PEERREEEENEE

locked

1110 00 oa 08 BF 55 [BEEDREEDEENEE
1120 00 oC oD DF 55 [PEEREEEENEE
1130 00 OE oK OF FF 55 | FE EE FF EF
1140 01 00 11 FFEWEEYN FF FE | FE | FE .

Program Start

Check Device Exist, Communication Mode, Lock Status ... Fail
Configuration, Small zone are locked

Program Fail

Figure 64 SQ7 10x Program Device: Zone Locked message box

10BO ES DE E9 DE FO FF FF FF FF FF
Program Warning
[ Lock Configuration 10C0 00 00 00 ol 1F 55 | FF FF FF FF
K Key M 1000 00 0z o0 03 3E 25 EE EJEE EE EE
Lock Key Memory 10E0 00 o4 I small zone is locked, a0 05 SF 55 FF FF FF EE
do you want to continue?
[ Lock SmallZone 10FD 00 06 00 07 7F 55 | EFF FE FF FE
1100 0o [o}:] oo 0s SF S5 FF FF FF FF
1110 00 on Yes No o0 0B BF =5 FF FF FF FF
Program
1120 00 oc o0 oD DF 3 FF FF FF FF
1130 [s]s] 0OE EF 55 FF FF FF FF [s1] oF FF 3 FF FF EF FF
1140 01 0o FF FF EF FF FF FF 01 11 FF FF FF FF EF EE| «
Program Start
EJ(pOI"t |Og Check Device Exist, Communication Mode, Lock Status
Clear log

Figure 65 SQ710x Program Device: Small zone locked, continue dialog.
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d. Check whether the enable status of Key AES256 matches the setting in
Configuration, if there is a mismatch, an error window wiill be displayed and the
programming will stop.

Configuration User Zone Small Zone Counter Zone Key
Key Generator
KeylD Selected AES256 Key Value
v
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
(]
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
1 Random
2 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF Reset
3 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
4 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
5 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
6 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
7 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFEFF
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
8
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
9
10 = TEEE_SRmR_moom-=SFF FFFF FFFF FFEF FEEF
€
1 @ Program Error X |FF FFFF FFFF FFFF FFFF
12 IFF FFFF FFFF FFFF FFFF
13 AES mode not match: IFF FFFF FFFF FFFF FFFF
IFF FFFF FFFF FFFF FFFF
%
AL Key 00'08'14 IFF FFFF FFFF FFFF FFFF
15
Program Start
Check Device Exist, Communication Mode, Lock Status, Key Configuration ...... Fail
AES mode not match : Key 00, 08, 14
Program Fail

Figure 66 SQ7 10x Program Device: AES mode not match message box

Write Key AES256 settings to Key configuration memory.

Write Key Value.

Write Counter Zone, Small Zone and User Zone.

Finally, write Configuration.

Check whether the user has checked the Lock options, and lock according to the
lock options.

J. Program is complete.

SQ ™o

v uv uv vl ir 29 rrc L rrc Ir

10D0 00 o0z | @ Program X los 3F 55 EEDEENEE EE
10E0 00 04 05 SE 55 EE FF FF 301
10F0 00 06 07 7 55 FF FF FF FF
1100 00 8 Program Done 0oy 9F 55 | FE FE FE FF
1110 00 o):% 0B BF 55 FF EE FF FF
1120 00 oc oD DF 55 EE FF B 30
1130 00 OE OK OF FF 55 | FE FE FE EF
1140 01 00 11 R FF SRR KE FF FE v
Write Counter Zone ...... Done A
Write Small Zone ...... Done
Write User Zone ...... Done
Write Configuration Zone ...... Done
Program Done v

Figure 67 SQ710x Program Device: Progarm Done message box
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3. Exportlog: Users can click this button to export the content of the Log Window into

a .log file.
1130 0o 0E EF =] FF FF FF FF 00 oF FF 55 FF FF FF FF
1140 01 a0 EE EE EE EE EE EE 01 11 EE EE EE EE EE FF «
Export log
Clear log

Figure 68 SQ7 10x Program Device:Export log

Select the save path and file name, the default file name is “Log_YYMMDD.log” (YYMMDD is
the current date)

W Save As x

o <« IMO_Starterkit » SO71_Series_Starterkit » log v O Search leg

Organize * Mew folder 4=z - o

- MName Date modified Type Size

[ This PC
J 3D Objects Mo items match your search,
[ Desktop
=| Documents
4 Downloads
J‘! Music

| Pictures

m Videos

I rral Ml f7

Filegame” I w

Save as type: | Log File(*.log)

v £ >

+ Hide Folders | Cancel

Figure 69 SQ7 10x Program Device: Export log dialog

4. Clear log: Users can click this button to clear the content of the Log Window.

1130 0o OE EF =) FF FF FF FF 0o oF FF g EF EE EF FF
1140 01 Qo EE EF FF FF FF FF 01 11 FF FF EF EE EF FE|

Export log

Clear log

Figure 70 SQ710x Program Device: Clear Log
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4.4.3 Menu Bar

There is a File menu on the menu bar, as shown in the figure below:

¥ Program Device — O X
File Menu bar

1 Export Data Ctrl+S ration User Zone Small Zone Counter Zone Key

Import Data 4 00 01 02 03 04 05 06 07 08 09

1010
1020
1030
1040
1050
1060
1070
1080
1090
10A0
1080
[J Lock Configuration 10C0
10D0
10E0
[ Lock SmallZone 10F0
1100
‘ 1110

1120
1130
1140

FF
FF
.
FF
.-
FF
 —
e EE E

Lock Key Memory

‘ Program

‘ Export log ‘

‘ Clear log |

Figure 71 SQ7 10x Program Device: Menu bar
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1. Export Data

After clicking Export Data, all the data in the memory configuration (Configuration, User

Zone, Small Zone, Counter Zone and Key Value) can be exported into a file in .Json format
(The file extension is .jsfw).

& Program Device

File
Export Data Ctrl+S |
Import Data >

Figure 72 SQ7 10x Program Device: File menu/Export Data

Select the save path and file name, the default file name is"SQ7 10x_YYMMDD jsfw”
(YYMMDD is the current date)

@ SaveAs >
== v B < MO _StarterKit » S5Q71_Series_StarterKit » Data w v Search Data
Organize « Mew folder = (7]
~ Mame Date modified Type Size
[ This PC

J 30 Objects
[ Desktop
&= Documents
‘ Downloads
D Music

=| Pictures

Mo items match your search.

ideos

Pncalm-lfen ¥ <

File name: | SOTRINIFENGTRE

Save as type: | Json File For Writer(™,jsfw)

» Hide Folders Cancel

Figure 73 SQ7 10x Program Device: Export Data dialog

& ExportData X

Export Data Done

oK

Figure 74 SQ710x Program Device: Export data done message box
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2. Import Data

imported.

Device.

After clicking Import Data, select the source of the memory configuration data to be

a. Socket Device: Import memory configuration data from the currently connected Socket

@ Program Device

File |
| Export Data Ctrl+S  Lration User Zone Small Zone
[ Import Data > Socket Device  Ctrl+K |
> 100 On Board Device Ctrl+B
) il Ctrl+L

Import data.

Figure 75 SQ710x Program Device: File menu/Import Data/Socket Device

b. On Board Device: Import memory configuration data from the On Board Device. (This
feature is currently not supported, it is reserved to be enabled in the future.)

@ Program Device

File

Figure 76 SQ7 10x Program Device: File menu/Import Data/On Board Device

Export Data Ctrl+S ration User Zone Small Zone
| Import Data »|  Socket Device Ctrl+K
> 10 On Board Device Ctrl+B
I File Ctrl+L

c. File: From the previously exported .Json format file (The file extension is .json/.jsfw)

@ Program Device

[Fie

Export Data Ctrl+S ration User Zone Small Zone
| Import Data »]  SocketDevice  Ctrl+K
> 100 On Board Device Ctrl+B
110 File Ctrl+L

Figure 77 SQ7 10x Program Device: File menu/Import Data/File
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& Open
1 <« iMO_StarterKit » SOT1_Series_Starterkit » Data v ) Search Data

Organize * Mew folder

~ MName Date modified Type Size
3 This pC

3D Objects Q’ SQ7101_230601,jsfw 6/1/2023 5:57 PM JSFW File 1

[ Desktop

= Documents

4 Downloads

J‘! Music

= Pictures

B videos

. Local Disk ()
SWinREAgent
iMQ v <

File name: | SO7101_230601.jsfw v| Json File(* json;* jsfw) ~

Figure 78 SQ7 10x Program Device: Import file dialog

) Import Data - File X

Import File Done

OK

Figure 79 SQ7 10x Program Device: Import file done message

If the import data fails to be read, an error message will be displayed, and the address
where the error occurred and related information will be recorded in the Log Window, and
the fields that failed to be read will be displayed in red fonts for users to identify and modify.
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]
File
Configuration User Zone Small Zone Counter Zone Key
Address 00 01 02 03 04 05 06 07 08 09 0A 0B oC oD OE OF
» 0000 FF FF FF FF FF FF FF FF FF FF FF FE FF FF FF FF
0010 EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0020 FF FF FF FF FF FF FF FF FF FE FF EE. FF FF FF FF
0030 FE. EE: FF FF FFE FF EE: 140 EE. FF FF FF FF FF FF 140
0040 FF FF FF FF FF FF FF FF FF FF FF FE FF FF FF FF
0050 FF FFE FF FF FF FF FF FF FF EFE FF FF FF FF FF FF
0060 FF FF FE ___FF EE EE EE EFE FE FF FF FF FF FF FF FF
0070 FF FF | @ Import Data - Socket Device X FF FF FF FF FF FF FF
0080 FE FE FF FF FF FF FF FF FF
0090 FF FF EE: FF FF FF FF FE FF
00A0 FF FF Block Read Error! FF FF FF FF FF FF FF
00BO FF FF FF FF FF FF FF FF EF
[J Lock Configuration 00Co FF FF FF FF FF FF FF FF FF
00D0 FE. FF oK FF FF FF FF FF FF 140
Lock Key r""‘({ernory 00EO FF FF FE FF FF FF FF FF FF
[ Lock SmallZone 00F0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Program
Import Socket Device Data ..... Fail
Export log Send: OA 10 0B 01 C8 09 100000 1000 1091 D4
Received: 00 04 04 91 4F
Clear |Og RW(Config Error: Access to the specified user zone is not permitted due to the configuration.

Block Read Error: 0x0010

Figure 80 SQ7 10x Program Device: Import Data: Block Read Error message box
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4.4.4 Log Window

Log Window will automatically record the operation status, programming status and error
information. User can use the mouse to select, copy, select all, or clear the contents of the
Log Window or use the Export log button to export the Log file, or use the Clear log button
to clear the contents of the Log Window

¥ Program Device - [m] X
File
Export Data Ctrl+S uration User Zone Small Zone Counter Zone Key
Import Data 4 01 02 04 05 06 07 08 09 OA 0B OC 0D OF ~
» 7000 00 01 00 ©03 00 00 00 00 38 SE 18 42 47 28 13 S5
1010 c ) oA FF FF 00 EE 01 :
1020 G om s or o om o m w5 om Er
% s ore ' Er o m m s m o m m om om o r s
1040 - o o oEr
1050 Es DE 20 FF FF | FE FF FE ES DE 30 FF FF | EE EFE EF
1070 Es DE 60 FF FF | FE FF FF ES DE 70 FF FF | FE FE EF
1080 Es DE Co FF FF | FE FF FE ES DE DO FF FF | EE EE EF
080 =5 o - e or o oEr
O Lock Configuration 1060 00000 R EEREEEE
1000 o0 02 FF FFFFFF FFFFFFFF
LockKey Memory || 1oe g5 o8 e om e oo o
[ Lock SmaliZone 1F0 oo o6 FFFF FF FF (FF FF FF FF
1o oo s e omom o o oo
10 o0 oa FF FF FF FF FFFF FFFF
Program ‘
_ Prog 2o oo o e e e e e o
’ Export log ‘
Log Window
\ Clear log ‘
Figure 81 SQ7 10x Program Device: Log Window
Export log 3 Copy  Cul+C
Write User Zone ... Done Select All  Ctrl+A
Clear |ng Write Configuration Zone ...... Clear
Program Daone

Figure 82 SQ710x Program Device: Copy contents of Log Window
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5 Starter Kit Software Function Description (SQ7 13x)
5.1 Software Introduction
SQ713x (x= 1:12C, 3:SPI, 5:SWI) is a hardware-based key storage with a secure hardware

accelerator that can implement AES/ECC encryption functions, SHA hash algorithm, ECDH
key exchange, ECDSA digital signature, and TRNG.

The SQ7 13x Starter Kit program is a Windows program for learning how to configure,
access memory, test commands, security test, and lock areas for the EVB board.

5.2 Starter Kit Main Screen

|8 File_3 Tools A Macro % Wiiter Configuration £ Setting [ View © Help
Zone Navigator | Zone View

Zone Configuration

Configuration

ue Configuraton

i

ul __System Information

Figure 83 SQ713x Main screen

5.2.1 Main Menu
Main menu includes seven main items, File; Tools; Macro; Writer Configuration;
Setting; View; Help.

| Eile R Tools & Macro % Wiriter Configuration ## Setting [@ View @ Help

Figure 84 SQ7 13x Main menu
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5.2.1.1 File
File item includes 5 sub items, Export/Import Zone; Export/Import Log; Exit.

| File 3% Tools & Macro % Writer Configuration #¢ Setting [@ View @ Help

Export Zone
Import Zone

Export Log
Import Log

- Exit

BB R B

Figure 85 SQ7 13x File sub menu

Export/Import Zone: Export/Import the byte data of the current area to/from
a Json file in the zone view window.

Export/Import Log: Export/Import the text data of the current area to/from a
Json file in the log window.

Exit: Exit the program immediately.
5.2.1.2 Tools
Tools item includes two sub items, Crypto Calculator; Command Builder.

| File |3% Tools 4 Macro % Writer Configuration # Setting [@ View @ Help

¢ Crypto Calculator
& Command Builder

Figure 86 SQ713x Tools sub menu

Crypto calculator: This function can perform trial calculations on
cryptographic functions.

@ iMQ Crypto Calculator = o X
AES | ECDH | ECDSA | SHA | KDF | MISC | About
AES-128 | AES-256 | AES-GFM

Function

® Encrypt _) Decrypt
Input: Byte-Count:
Key: 0000 0000 0000 0000 0000 0000 0000 0000
Output:

Execute lnéut, - Oué ul

Figure 87 SQ713x Cryptor Calculator
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Command builder: This function can communicate and test commands with
S$Q713x through USB HID protocol. (Refer to SQ7 13x Datasheet for command

Command Builder n
‘. Command Packet I
| Command | Raw

Command AES (0x51)
Mode 0x00 Escrypt 16/Internal Key
SioliD.
DIN
i Send Details I
Length
Command
CRC16
Response Details I
Length
Status
Rsp Len

CRC16

Rsp Len

Packet

CRC16

P Trre T rr— pre——

Figure 88 SQ7 13x Command Builder

Click Execute button to execute the command

Click Clear Details button to clear the content of Send Details/Response
Details.

Click Export Macro button to export the command to be a Json file as a
macro.

Click Import Macro button to import an existed macro file to compose the
command.

5.2.1.3 Macro

Macro item includes two sub items, Generate Macro by Log; Run Macro.

B File 3R Tools 4 Macro % Writer Configuration ## Setting [@ View @ Help
O —
¥ Generate Macro by Log
% Run Macro

Figure 89 SQ713x Macro sub menu

Generate Macro by Log: This function generate a Json file as a macro from the
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contents of the log window.
Run Macro: This function loads a macro file and executes its instructions in
sequence.

5.2.1.4 Writer Configuration
Writer Configuration item includes a sub item, Writer Configuration Utility.

| File 3R Tools & Macro |% Writer Configuration |# Setting [@ View @ Help

®,  Writer Configuration Utility

Figure 90 SQ713x Writer Configuration sub menu

Writer Configuration Utility: This function is a utility for one time chip
configuration. (How to configure, please refer to SQ7 13x Datasheet)

Configuration Zone tab list the modifiable parameters in configuration zone.

Writer Configuration Utility n

output v | Program Device | | Export Writer C || Impon Writer C {
Configuration Zone  SlotKey Configuration | Data Slot Edit™Write

Serial Interface
# 12C SP1 swi

Default 1I2C Address: 0x C2

Secure Boot
=) Opt1(89 C8 C3)

Opt2(89 CE CB)

User Extra: Ox FF

Figure 91 SQ713x Writer Configuration Utility/Configuration Zone

Click “Program Device” button to start programming the connected device.
Click “Export Writer Configuration” button to export the configuration data to
a Json file.

Click “Import Writer Configuration” button to import the configuration data
from a Json file.

Slot/Key Configuration tab list the slot options, most of them can be changed.
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Except optionZ2 of slot1 is persistent latched, all other option2 are locked and

the lockable of option1 are opposite.

Writer Configuration Utility B
output | ProgamDevce | | Expot Wit Contouration | | imgert Wi Configuraton |
Configuration Zone = SlotKey Configuration ' Data Siot EditWrite
Option 1 Option 2
| @/ SIoE0x2080; Key.0x0007
No write , No read
| ® Slot.0x8085, Key.0x0058 ) Slot:0x8085, Key:0x1058
Stot1 | Primary. Permanent, Ext Sign, ECOH Persistent Latched
| @ Siot0x8082, Key-0x0058
Stot 2 Permanent, Int Sign |
| @ Siot:0xa085, Key.0x0078 | O Siot0x8085, Key.0x0058
Siot3 | updatable, Ext Sign, ECOH, Lockable Locked
| @ Slot.0xa085, Key-0x0078 ) Slot 0x8085, Key:0x0058
Slot4 | Updatable, Ext Sign, ECDH, Lockable Locked
| ® Slot:0xa085, Key:0x0078 | O Slot:0x8085, Key.0x0058
Stot5 | = Updatable, Ext Sign, ECOH, Lockable Locked
| ® Slot:0xa085, Key.0x0078 Slot:0x8085, Key.0x0058
Siot6 | Updatable, Ext Sign, ECDH, Lockable Locked
| @ Siot:0xa085, Key.0x0078 ) Slot:0x8085, Key0x0058
Siot7 | updatable, Ext Sign, ECOH, Lockable Locked
| @ Siot:0x4081, Key.0x0023 ) Slot:0x8081, Key.0x0003
|~ NoRead, Encrypted write , Lockable, AES key-128 Locked, AES key-128
St | Siot0x4081, Key:0x0024 Siot 0x8081, Key-0x0004
No Read, Encrypted write , Lockable, AES key-256 Locked, AES key-256
| @ Slot:0x408t, Key0x0023 ) Slot 0x8081, Key:0x0003
|~ NoRead, Encrypted write , Lockable, AES key-128 Locked, AES key-128
St | - siot0x4081, Key:0x0024 Siot 0x8081, Key-0x0004
| No Read, Encrypted write , Lockable, AES key-256 Locked, AES key-256
| @ Slot.0x4081, Key0x0023 ) Slot 0x8081, Key-0x0003
i No Read, Encrypted write , Lockable, AES key-128 Locked, AES key-128
Siot10 | siot 0x4081, Key:0x0024 ) Siot:0x8081, Key-0x0004
No Read, Encrypted write , Lockable, AES key-256 Locked, AES key-256

Figure 92 SQ713x Writer Configuration Ultility/SlotKey Configuration

Data Slot Edit/\Write tab provides a user interface to edit slot data and check
the slots to write. In left navigator window, click on the item to read the
associated data and update the slot contents on the right data grid window.
The user can edit the data in the data grid. When the user ticks the checkbox
of the item, it means that the slot data will be written to the device when the
device is programmed.
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“.'.'u!er Configuration Utility n
output 7 Program Device Weiter Configuration | | Import Wrer ration

Configuration Zone | Slot/Key Configuration Data Slot EditWrite

« m] BGeneral Data Siot32{0x20]: Parent Pubiic Key-334 or General Data

5""3510"2‘1 0x00 0x01 O0x02 0x03 0x04 0x05 0x06 0x07 O0x08 0x09 Ox0A 0x0B 0x0C 0x0D OXOE OxOF
— S Slot37[0x25) 0x0000FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
5'“33(‘7"251 0010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
= 5""39“"27] 0x0020FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
;‘::‘:‘ng 00030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
B siot2i024) 0x0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
= m 0x0050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
B siou3jon2)
B siota4(0x20)
B sioas5{0x20)
B stotasiox2)
B siotamionzr)
B stotasi0x30]
B siousonat)
B siots010:32]
B sios1]0x33)
B siots210134) N
+ @] Bpybic Key
Slot24{0x18]: Signer Public Key-256
SIot26{0x1A}: Parent Public Key-256 or General Data
V! B siot2710x18}: Vaiidated Public Key-256
Siot30{0x1E]: Signer Public Key-384
V) 8 sio133{0x21]: Validated Public Key-384
8] @secure Boot
@anateKey
8] Bsecret Key

<

<

] B0 protection Key

Figure 93 SQ7 13x Writer Configuration Utility/Data Slot EditWrite
Due to the limitation of one time configuration, if the user tries to program the
device on the same chip for the second time, the message "The configuration
zone is locked and device programming cannot be performed!” will appear and
stop the programming process immediately.

config1 v Program Device Export Writer Configuration Import Writer Configuration

Configuration Zone | Slot/Key Configuration| Data Slot Editi\Write

- O Bfeneral Data Slot6{24]
'D%PM’HCKEV 0x00 0x01 0x02 0x03 0x04 Ox05 0x06 O0x07 0x08 0x09 O0x0A OxOB 0x0C OxOD Ox0E OxOF
I [J Esecure Boot oxoo00 FF FF FF | FF FF FF FF FF FF FF FF FF FF |FF FF FF
L Berivate key ox0010 FFFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
i [] Edsecret key
I [J Biaes key
i [] Bcertiicate
t [ Bho protection Key

Warning X

The configuration zone is locked and device programming cannot be
L performedt

Figure 94 SQ713x Programming device twice inhibition message

5.2.1.5 Setting
Setting item includes a sub item, I/O Setting.
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|Es‘1 File 3 Tools & Macro % Writer Configuration |#¢ Setting |[@ View @ Help
® 1/0 Setting

Figure 95 SQ7 13x Setting sub menu

I/O Setting: This function can adjust the |I/O frequency at runtime.
Depending on the interface between the host and the chip, one of the
following three |/O setting dialog boxes will pop up.

1/O Setting n

Socket 12C Speed
(@ 100KHz

() 400KHz

) 1MHz

Figure 96 SQ713x 12C I/O Setting

1/0 Setting n

Socket SPI Speed
e 1MHz

() 2MHz

) 4MHz

) 8MHz

) 10MHz

Figure 97 SQ713x SPI /O Setting

I/O Setting B

SWI does not support 1/O setting

Figure 98 SQ713x SWI does not support I/O Setting

5.2.1.6 View
View item includes a sub item, Restore Default Layout.

[@ File 3} Tools # Macro % Writer Configuration # Setting |@ View @ Help
[B Restore Default Layout

Figure 99 SQ713x View sub menu

Restore Default Layout: Executing this function will reset the height and width
of all screens to their default values.

Page : 64 /78
iMQ reserves the right to change the information in this document without prior notice. Please contact iMQ to obtain the latest version of
product specification before placing your order. Use of iMQ devices in life support is entirely at the buyer's risk, and the buyer agrees to defend,
indemnify and hold harmless iMQ from any and all damages, claims, suits or expenses resulting from such use.




iMQ Technology Inc.

No. : TDUMO2- TEOO2-EN Name: Secure Starter Kit User Manual Version : V2.0

5.2.1.7 Help
Help item includes a sub item, About.

| File 3% Tools 4 Macro % Writer Configuration # Setting View @ Help|
©® About

Figure 100 SQ713x Help sub menu

About item displays a dialog to show the product and company information.

About iMQ SQ7131 StarterKit Tool n

I M Q
iMQTechnologylnc. 4440 507131 Starterkit Tool V1.16 (2023/11/15)

Copyright® 2022-2023 iMQ Technology Inc. All Rights Reserved.
For more information, please visit

http:/Awww.imgtech.com hitp://www.imgtech.com.cn
mailto:fae@imgtech.com

Figure 101 SQ713x About dialog

5.2.2 Main Windows
This program includes five main windows: zone navigator, zone view, zone configuration,

system information and log window.

5.2.2.1 Zone Navigator Window
Zone navigator window collects zone slots in tree view for user to search and

select a zone slot easily.

i VZomﬂNav;gat;)r I

B configuration
BGenersl Data
« Brublic Key
B slot24{0x18} Signer Public Key-256
Slot26{0x1A}: Parent Public Key-256 or General Dats
8 $10t27{0x18]: Validsted Public Key-256

Slot32{0x20}: Parent Public Key-384 or General Data
Slot33{0x21}: Validated Public Key-384
4 Bsecure Boot
Slot28]0x1C): Secure Boot Public Key-256
Slot34{0x22}: Secure Boot Public Key-384
Slot35{0x23} Secure Boot Digest
« Bprivate Key
SIot01[0x01}: Primary Private Key
B $10t0210+02]: Internal Sign Private Key
$10t03{0x03}: Secondary Private KeyO
Slot04{0x04]) Secondary Private Key1
Slot05{0x0S} Secondary Private Key2
SIot06{0x06}: Secondary Private Key3
SIot07[0x07}: Secondary Private Keyd
SIot20{0x14}: Private Key0-384
B $10121(0x15}: Private Key1-384
4 Bsecret Key
SIot0B{ON0S]: Secret KeyO
$10t09{0x09}: Secret Key)
Slot10{0x0A}: Secret Key2
B $i0t11[0x08]: Secret Key3
AES Key
Bcenificate
B0 protection Key

Figure 102 SQ7 13x Zone navigator window
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5.2.2.2 Zone View Window
Zone view window displays the selected slot zone data, some of them are

editable and savable, some of them are not editable and non-savable (please
refer to the datasheet definition). It can also export/import data to/from
secondary storage. Configuration zone has two types of views, one is label
view and the other is data grid view, it can export only.

|| Zone View

Slot24[0x18]: Signer Public Key-256

0x00 0x01 0x02 0x03 Ox04 Ox05 Ox06 Ox07 0x08 0x09 OxDA Ox0B OxOC OxOD O0xOE OxOF

o«o000FF FF FF FF [ _|FF FF FF FF FF FF FF FF FF FF FF
0«0010FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
o0020FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Ow0030FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Figure 103 SQ7 13x Editable and savable data grid view

Click the “Save Zone” button to save the data grid's data to the relevant slot.

Zone View |
0x0B 0x0C 0x0D OxOF  OxOF

00 0 00 00 00

00 00 00 00 00

00 0 00 00 00

00 00 00 00 00

Figure 104 SQ7 13x Non-editable and non-savable data grid view

Page : 66/ 78
iMQ reserves the right to change the information in this document without prior notice. Please contact iMQ to obtain the latest version of
product specification before placing your order. Use of iMQ devices in life support is entirely at the buyer's risk, and the buyer agrees to defend,
indemnify and hold harmless iMQ from any and all damages, claims, suits or expenses resulting from such use.




iMQ Technology Inc.

No. : TDUMOZ2- TEOOZ-EN

Name: Secure Starter Kit User Manual

Version . V2.0

5.2.2.3 Configuration Label View
User can click on any label to switch to the data grid view and the cursor will

focus on the corresponding cell of the label.

Zone View

Configuration

0x00

0x02

0x01
x0000 | Reserve | Alterna | UserExt

0x03

0x08  0x09

Ox0A  0x0B

0x0C

0x0D

Ox0E

0xOF

ChipOptions

] Defauhl LockVal I LockCcl Secure

Secure Boot |

Reserved

SlotConfig

SlotConfig

SlotConfig

SlotConfig

SlotConfig

SlotConfig

SlotConfig

Figure 105 SQ713x Configuration label view

5.2.2.4 Configuration Data Grid View
When the cursor is focused on any cell in the data grid, the label next to the

“Show Label” button displays the data grid byte offset, the label name, and

the byte index within the label. Click “Show Labels” button can switch back to

Configuration Label View.

I Zone View
I Configuration
0x00 0x01  0x02 Ox03 0«04 0x05 Ox06 0x07 0x08 0x09 Ox0A Ox0B 0xO0C Ox0D Ox0E  OxOF

ox0000 00 FF FF FF FF FF FF FF FF 16 00 3 c8 00 00 89
ox0010 C8 B FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x0020 20 80 80 85 80 82 A0 85 A0 a5 AQ 85 A0 85 A0 85
0x0030 40 8F 40 8F 40 8F 40 8F oF aF oF 8F OF 8F oF 8F
ox0040 OF oF oF 8F oF 8F OF oF 80 87 A0 85 oF 8F oF oF
ox0050 OF OF oF oF oF oF 1F 04 oF oF oF OF oF oF oF oF
0x0080 OF OF 1F 0A oF oF 8F oF oF oF oF OF oF oF OF oF
0x0070 OF OF OF oF oF oF OF OF oF oF oF OF OF oF oF oF
ox0080 OF OF oF oF oF oF OF oF oF oF 00 o7 10 58 00 58
ox0090 00 78 00 78 00 78 00 78 00 78 00 23 00 23 00 23
ox0040 00 24 00 14 00 13 00 13 00 13 00 13 00 13 00 13
oxooB0 00 13 00 59 00 79 00 67 o0 27 00 20 00 27 [ 20
ox0oca 00 10 00 20 00 27 00 21 00 27 00 21 00 1 00 21
ox00m0 00 o7 00 a7 00 27 00 27 00 27 00 27 00 a7 00 27
0x00E0 00 27 00 27 00 27 o 27 00 27 00 27 w© 27 00 27
ox00F0 00 27 00 27 FF FF FF FF FF FF FF FF FF FF FF FF

Show Labels 0x0000: Reserved, byte-0

Figure 106 SQ7 13x Configuration data grid view
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5.2.2.5 Zone Configuration Window
Zone configuration window displays the selected zone slot configuration.
Zone configuration of Configuration Zone:

Zone Configuration

ﬁ Configuration
AltI2CAddr FE
UserbExtra
ChipOptions 1600 OF
Defl2CAddr ca
LockValue oo
LockCanfig
Secure Boot 9c8 C3
_¢

Figure 107 SQ713x Zone configuration window (Configuration zone)

Zone configuration of Data/Key Slot Zone:

Zone Configuration

[ ——] Slot36[0x24]
Key Validated False
Locked True

Slot Configuration
Byte Value OFOF
WriteConfig 0000b
VriteKey 15
IsSecret False
MNoMac False
ReadKey 15

Key Configuration
Byte Value 0027
PersistentDisable | False
ReqRandom False
Lackable True
Publnfo False
Private False
KeyType 7

Figure 108 SQ713x Zone configuration window (Slot zone)

The button #&& can be dragged and clicked to switch the configuration
area between data grid mode and description mode, data grid mode contains
relevant configuration information of the current data zone, the description
mode contains relevant description of the current data zone.
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| Zone Configuration
ﬁ Slot46{0x2E)
General Data

Valid Commands: (Slot Lockable)
GenDig: Data Source

Lock: SlotLock

MAC

Read: Clear Text

Write: Clear Text

Valid Commands: (Permanent Locked)
GenDig: Data Source

MAC

Read: Clear Text

Figure 109 SQ713x Zone description of Data/Key Slot Zone

5.2.2.6 System Information Window
The Device Status tab of the System Information window displays the current
status of the device.

System Information

Device State Lock State | System Status

Device State

|nFc|EytES 0000 0001
InternalKey SlotiD
InternalKey.NollacFlag | Fals=
InternalKey GenKeyData | Fals=
InternalKey.GenDigData | False

InternalKey Sourceflag | False

InternalKey.Valid False

InternalKey PrivateKey | False

Canfiguration Zone State True

Figure 110 SQ713x System information window/Device state

Lock state tab of the System Information window displays configuration zone
lock state and data zone lock state

l System Information

Device State = LockState | System Status

Configuration Zone Locked  True

Data Zones Locked True

Figure 111 SQ713x System information window/Lock state

System status tab of the System Information window displays system and
device information.
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System Information

Device State Lock State | System Status

System Status
Kit Name iMQ 507131 StarterKit Tool
~Version Vi.le

- PW Version 0.9.12(231211)

- PCBA Version V4.0

- Device Protocol | SFI

_ Device Revision | 0001 0102 0000 0000

Figure 112 SQ713x System information window/System status

5.2.2.7 Log Window

Log window displays communication log data.

Log Window

Response Data: 0500 2333 D23 0027 0027 0027 0027 0027 0027 0027 0027 0027 0027 FFFF FFFE FFFF FFFF FFEF FFFF 4FBL
Elapsed Time: 51.63ms
<Read(0x02), Mode (0x80)> [09:56:12]

end Data: 0702 8000 00RO EA.

Response Data: 0500 2333 6D23 O1FF 0000 0000 FFEF FF16 000E C800 0089 C3C3 FFFF FFFF FFFF FFFF FFFF FEFF FFFF 8452
Elapsed Time: 50.04ms

Data: 0702 1224 007C 91
Response Data: 0500 2333 €D23 B263 CDAE 06B1 SCOE 8E70 9010 2C41 351A E251 4931 3307 5300 0000 00A1 00A3 FBDL 4387
Elapsed Time: 105.0éms
<Read(0x02), Mode(0x12)> [10:02:15]

Data: 0702 1224 007C 31
Response Data: 0500 2333 D23 B263 CDA6 06B1 SCOE 8E70 9010 2C41 351A E251 4931 3307 5300 0000 00A1 00A3 FED1 4887
Elapsed Time: 43.9lms

@ The device is successfully connected

Figure 113 SQ713x Log window
Click “Clear Log” button to clear the content of Log Window.

Device connection status: Green light on indicates successful device

connection; red light on indicates device connection failure.
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6  Starter Kit Software Function Description (HQS600x)
6.1 Software Introduction

HQS600x is a hardware-based key storage with a secure hardware accelerator that can
implement SHA hash algorithm, and TRNG.
The HQS600x Starter Kit program is a Windows program for learning how to test
commands for the EVB board.

6.2 Starter Kit Main Screen

[ File % Tools & Macio # Selting @ Help

Log Window ' System Information

Figure 114 HQS600x Main screen

6.2.1 Main Menu

Main menu includes five main items, File; Tools; Macro; Setting; Help.

| File 3% Tools &4 Macro # Setting @ Help

Figure 115 HQS600x Main menu

Page : 71 /78
iMQ reserves the right to change the information in this document without prior notice. Please contact iMQ to obtain the latest version of
product specification before placing your order. Use of iMQ devices in life support is entirely at the buyer's risk, and the buyer agrees to defend,
indemnify and hold harmless iMQ from any and all damages, claims, suits or expenses resulting from such use.




iMQ Technology Inc.

No. : TDUMO2- TEOO2-EN Name: Secure Starter Kit User Manual

Version . V2.0

6.2.1.1 File

| R Tools & M
| & Export Log |
% Import Log

-B Exit

Figure 116 HQS600x File sub-menu

File item includes three sub-items, Export/Import Log; Exit.

Export/Import Log: Export/Import the text data of the current area to/from a
Json file in the log window.

Exit: Exit the program immediately.

6.2.1.2 Tools

File [3% Tools | # Macro 4 Setting @ Help
& Crypto Calculator —
# Command Builder

Figure 117 HQS600x Tools sub-menu

Tools item includes two sub-items, Crypto Calculator; Command Builder.
Crypto calculator: This function can perform trial calculations on
cryptographic functions.

@ iMQ Crypto Calculator
AES | ECDH | ECDSA | SHA | KDF | MISC | About
AES-128 | AES-256 | AES-GFM

Function

) Encrypt ) Decrypt
Urgs Byte-Count:
Key: 0000 0000 0000 0000 0000 0000 0000 0000
Output:
Execute Inéut <> Ouiu’

Figure 118 HQS600x Crypto calculator

Command builder: This function can communicate and test commands with

HQS600x through USB HID protocol. (Refer to HQS600x Datasheet for
command usage)
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Command Builder B
Command Packet

Command | Raw
Command Info (0x30) “ ‘
Mode 0x00 Revision V‘
Param
Send Details I
Length
Command
CRC16
Response Details I
Length
Stalus
Rsp Len
CRC16
Rsp Len
Packet
CRC16
Execute | | Clear Detais | | ExportMacro | | Import Macro

Figure 119 HQS600x Command builder

6.2.1.3 Macro
Macro item includes two sub-items, Generate Macro by Log; Run Macro.

| File 3 Tools | # Macro #& Setting @ Help

3

I: ¥ Generate Macro by Log
# Run Macro

Figure 120 HQS600x Macro sub-menu

Generate Macro by Log: This function generate a Json file as a macro from the
contents of the log window.

Run Macro: This function loads a macro file and executes its instructions in
sequence.

6.2.1.4 Setting
Setting item includes a sub-item, I/O Setting.

[B File % Tools & Macro [# Setting|@ Help
I ® 1/0 Setting

Figure 121 HQS600x Setting sub-menu

I/O Setting: This function can adjust the /O frequency at runtime.
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Depending on the interface between the host and the chip, one of the
following three |/O setting dialog boxes will pop up.

1/O Setting u

Socket 12C Speed
(@ 100KHz

() 400KHz

) 1MHz

Figure 122 HQS600x 12C I/O Setting

1/0 Setting n

Socket SPI Speed
e 1MHz

") 2MHz

") 4MHz

") 8MHz

") 10MHz

Figure 123 HQS600x SPI I/O Setting

6.2.1.5 Help
Help item includes a sub-item, About.

|B File % Tools 4 Macro # Setting @ Help |
I & About —

Figure 124 HQS600x Help sub-menu

About item displays a dialog to show the product and company information.

About iIMQ HQS6004 StarterKit Tool n

I M Q

iMQTechnologylnc. 31 4056004 Starterkit Tool V4.16 (2023/12/12)
Copyright® 2022-2023 iMQ Technology Inc. All Rights Reserved.
For more information, please visit
ntt

Hwww.imgtech.com http:/www.imatech.com.cn

mailto-fae@imatech.com

Figure 125 HQS600x About dialog

6.2.2 Main Windows
6.2.2.1 Log Window
System status tab of the System Information window displays system and

device information.
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System Information

System Status

System Status
Kit Mame iMQ HOS56004 StarcterKit Tool
- Version Vi.16é
- FW Version V0.9.12(231211)
- PCBA Version Va0
- Device Protocol SPI(10MHz)
- Device Revision 0100 0002 0000 0000

Figure 126 HQS600x System information/System status

6.2.2.2 Log Window
Log window displays communication log data.

Log Window

(0x00)> [14:14:43]

0730 0000 0272 73

0500 0RB6 260A 4851 5336 3030 343D 40
26

0x02)> [14:14:43]
Send Data: 0730 0200 0034 51
Response Data: 0500 0757 8507 0000 0001 66F3
Elapsed Time: 13.57ms
<Info(0x30), Mode (0x02)> [14:14:44]
Send Data: 0730 0200 0034 51
Response Data: 0500 0757 8807 0000 0001 66F3
Elapsed Time: 15.12ms
<Read(0x02), Mode (0x20)> [14:14:44]
sen: Data: 0702 8000 000 EA
Response Data: 0504 00EB 23
<Info(0x30), Mode(0x00)> [14:14:44]
Data: 0730 0000 0053 31
Response Data: 0500 0B96 070B 0100 0002 0000 0000 1F92
: 15.84ns

Total Initial Time: 1.75s

Figure 127 HQS600x Log window

Click “Clear Log” button to clear the content of Log Window.
Device connection status: Green light on indicates successful device
connection; red light on indicates device connection failure.
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Appendix A: Hardware Settings Precautions for Prototyping SQ7515

To develop general functions and Security Processor for SQ7515, the following hardware is
required:

® Starter Kit (Left)

® SQ7515 EVB (Middle)

® MQ-Link (Right)

Starter Kit SQ7515 EVB MQ-Link

Figure 128 SQ7515 hardware settings

A.1 Security Processor application development for SQ7515

1. Confirm that P42 (reset) and GND on the SQ7515 EVB is shorted (EVB V1.1 uses
Jumper to complete).

2. Confirm that the slide switch on the SQ7515 EVB switch to the system setting.

3. Use MQ-link to connect SQ7515 EVB for power supply, and connect the other side of
MQ-link to PC as power source (Before this step, the EVB is power off).

4. The Starter kit is connected to the SQ7515 EVB, and the other end of the Starter kit is
connected to the PC.

5. Open the GUI software on the PC and start setting the Security processor key or Config.

GNDPA45 P43 P

JREGP44 PA1 P:

Figure 129 EVBV 1.1 Add a Reset grounding jumper
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A.2 Host Processor application development for SQ7515 (using IDE)

1. Confirm that P42 (reset) and GND on the SQ7515 EVB is open (EVB V1.1 uses Jumper
to complete).

2. Confirm that the slide switch on the SQ7515 EVB switch to the IDE setting.

3. Connect the MQ-link to the SQ7515 EVB, and connect the other side of the MQ-link to
the PC.

4. Open the IDE software and develop the application.

Notel: If you want to execute the StarterKit GUI to develop the Security Processor after executing the IDE first,
the system must be powered on again. (according to the setting in A.1)

Note2: For IDE software function description, please refer to “MQ-LINK User Manual”.
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